AEGIS: Security Sandboxing Meets Mechanistic Interpretability to

Defend Against Prompt Injection Attacks

Problem Statement However, security sandboxing alone cannot prevent all forms of prompt injection. In a
similar setup to the previous example, a different prompt injection causes the Al agent’s
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Methodology The linear representation hypothesis states that LLMs represent features (toxicity,
sentiment, formality, etc.) as approximately linear directions in activation space®. Using
 AEGIS is lightweight: it doesn’t require a custom @ Tools Qwen 2.5 1.5B and 7B, we collected activation data to explore the linear direction
interpreter, but instead solely relies on an LLM’s corresponding to prompt injection.
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Figures 3 and 4. Diagrams created by the student researcher using Figma, 2026.



