
AEGIS: Security Sandboxing Meets Mechanistic Interpretability to 
Defend Against Prompt Injection Attacks

Problem Statement

We trained a logistic regression classifier: !𝑦 = 𝜎 𝑤!𝑥 + 𝑏 . We also trained a mass mean 
classifier: 𝑝mm 𝑥 = 𝜎 𝜃mm! 𝛴"#𝑥 .	This method, introduced by Marks and Tegmark 
(2023) to investigate LLM truthiness, can better identify causally-implicated directions7. 
𝜃mm = 𝜇$ − 𝜇", where 𝜇 denotes the mean activations (𝜇$ is poisoned, 𝜇" is clean). 𝛴 
calculates within-class variation:	𝒟𝒸= { 𝑥& − 𝜇$: 𝑦& 	is	poisoned } ∪ { 𝑥& − 𝜇": 𝑦& 	is	clean }.

(a) 1.5B, logistic regression. (b) 1.5B, mass mean.

(c) 7B, logistic regression. (d) 7B, mass mean.

Metric AI-SDK AEGIS

Baseline P-LLM Q-LLM

In. Tokens / Task 867.2 2227.0 136.6

Out. Tokens / Task 561.2 547.3 82.9

Total Tokens / Task 1428.4 2774.3 219.5

Large language models (LLMs) are being rapidly integrated into everyday software, from 
customer support chatbots to fully autonomous agents capable of executing a suite of 
powerful tools. However, alongside their adoption, cybersecurity vulnerabilities have 
emerged. The most notable are prompt injection attacks, ranked as the #1 risk by 
OWASP and NIST, which exploit the inability of LLMs to distinguish between trusted 
system instructions and untrusted user inputs1. Prompt injection attacks have been 
uncovered in major software products like Slack, GitHub, and Copilot2,3,4.

Methodology

• AEGIS is lightweight: it doesn’t require a custom 
interpreter, but instead solely relies on an LLM’s 
native tool-calling capabilities. It hooks into AI-
SDK, a popular library for agentic development.

• Tools that interact with untrusted, external data are 
marked as tainted. Downstream tools that depend 
on a tainted tool’s output are also marked as 
tainted. Tainted tools store outputs in the KV.

• The P-LLM never receives the tainted data directly. 
It only receives the KV index referring to it. It may 
pass KV indexes as parameters to other tools or 
return a KV index as the final output.

• The Q-LLM is a special tool. It’s invoked to interact 
with the KV values. This pattern sandboxes the P-
LLM from external data, so prompt injections 
cannot result in unauthorized tool calls5.

• Policies are custom guardrails over tool 
parameters. For example, a policy can check 
whether an email address belongs to a whitelist, or 
an outgoing HTTP request targets a trusted host. 
Policies can enforce stricter rules, such as rejecting 
tainted parameter outright, when stronger security 
guarantees are required.

In the example below, an AI agent scans a user’s inbox 
for upcoming meetings and sends reminder emails. 
AEGIS mitigates an indirect prompt injection in the gray 
box, preventing data exfiltration shown in the red box.

However, security sandboxing alone cannot prevent all forms of prompt injection. In a 
similar setup to the previous example, a different prompt injection causes the AI agent’s 
reminder email to be distorted. AEGIS probes the Q-LLM to prevent these attacks.

The linear representation hypothesis states that LLMs represent features (toxicity, 
sentiment, formality, etc.) as approximately linear directions in activation space6. Using 
Qwen 2.5 1.5B and 7B, we collected activation data to explore the linear direction 
corresponding to prompt injection.

We generated 12,800 clean and 
poisoned prompt pairs (80/20	split).

Let h ' P, t ∈ R( denote the hidden 
state at layer l and token position 𝑡 for 
prompt 𝑃. For each layer 𝑙, we define the 
activation residual vectors:

Δ)
' = ℎ ' 𝑃) , 𝑡) − ℎ ' 𝑃) , 𝑡*

Δ+
' = ℎ ' 𝑃+, 𝑡+ − ℎ ' 𝑃+, 𝑡* .

Because P, and P- only differ by the injection Y, any variance in activations can be 
attributed to Y. To visualize this, we stacked Δ,

'  and Δ-
'  for l ∈ {0, 7, 15, 27} and applied 

PCA to two components (blue is clean, red is poisoned). Separation is observable.

Figure 7. (a) Qwen 2.5 1.5B (left), (b) Qwen 2.7 7B (right). Diagrams created by student researcher using Matplotlib, 2026.

Results

InjecAgent, built by Zhan et al. (2024), 
contains hundreds of agent environments 
with a variety of tools9. Each environment 
has numerous indirect prompt injection 
attack scenarios to simulate. Out of 544 
test cases in InjecAgent’s data-stealing 
benchmark, AEGIS achieves a 0% attack 
success rate. When compared to CaMeL, 
a security sandboxing solution that uses 
182% more in. tokens and 173%	more 
out. tokens than its baseline, AEGIS uses 
13.9%	fewer in. tokens and 175.5% fewer 
out. tokens on comparable tasks10.

Finally, we trained an attention head probe. For 
every attention head in every layer, we calculate:

V𝐴. =
∑𝐴.

∑𝐴. + ∑𝐴data + ϵ
where data = 𝑍 or 𝑍 ⊕ 𝑌. RF, GBM, and CNN 
classifiers scored >0.99 AUC on the SPML dataset8.

Figure 9. ROC curves. Diagrams created by the student 
researcher using Matplotlib, 2026.

Token usage in InjecAgent’s test cases.

Figures 1 and 2. Diagrams created by the student researcher using Figma, 2026.

Figures 3 and 4. Diagrams created by the student researcher using Figma, 2026.

Figure 5. Diagram created by the student researcher using Figma, 2026.

Figure 6. Diagram created by the student researcher using Figma, 2026.

Figure 8. Diagram created by the student researcher using Figma, 2026.
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